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1. Bob wants to send
"mypassword"

2. Bob encrypts "mypassword"
with his private key

3. Bob sends
"a;sldk239487adfv234a9s8dg2"

to Alice

5. Alice obtains Bob's public key
(from LDAP directory)

4. Alice receives Bob's encrypted
message

6. Alice decrypts message and
sees "mypassword"
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1. Client initiates a connection to
HTTP server using HTTPS

2. Server responds with i ts Public Key

3. Client inspects public key to
see what CA signed it and
verifies that it trusts that CA

4. Client generates a session
key, encrypts it using the server's
public key, and sends it to server

5. HTTPS session now
established and all transfers are
now encrypted using the shared

session key and a symmetric
cipher (usually RC4) for speed
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with HTTPS capability)

Client (Browser)
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SQL> conn somedba@iasdb 

SQL> create user celeritas identified by somepass; 

SQL> grant create session, create sequence, create public synonym to celeritas; 

SQL> connect celeritas/somepass@iasdb 

SQL> create sequence newuser_seq; 

SQL> grant select on newuser_seq to orasso; 

SQL> create public synonym newuser_seq for newuser_seq; 

SQL> conn somedba@iasdb 

SQL> alter user celeritas account lock; 

SQL> revoke create session from celeritas; 
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�
�� ���! �	� =������ �
�������?

<Directory /u01/app/oracle/product/iasinf/Apache/Apache/htdocs/cgi> 

    Options ExecCGI 

    AddHandler cgi-script .cgi 

    UnsetEnv PERL5LIB 

</Directory> 
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E  N�"
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�� ��� �	� ���
���!��� $%A(BN=² %L=- �(� - %A(BN=²)�O&
��� �	� '
() 
���
��������� (��� ��� �	� ��!��� 
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��� 
� ���� �(�  �� �	�� 
���I� 
� �	�
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!���� �
�� 	
�� �� �� �
���� ��
"	��� �
���������- ��� �	
�I� �	� ���� 
���� � !
�� 

��!���
� �
�� ���! ½%A(BN=² %L=*�
�*��!��� �� ½%A(BN=² %L=*��!*�
�*��!��� 
�� 
��� ���!½%A(BN=² %L=*�
�*��!���� �� ½%A(BN=² %L=*��!�*�
�*��!���� ,  )	������ �	� %=L ������� �� ������ �	
� �	� ������
�" ��!��� ��!!
��� ���I� �����
�� �
�	 %=L
!
�
"�!��� 
��
�
�� $��!��� ����& H  dcmctl createcomponent –ct oc4j –co OC4J_TruePassC  =�
� ½%A(BN=² %L=*��!�*����*��!� @!� �� 
�� �	� NO²N��A(A¡²�(�  �� �	� %BCÔ²�����
��
��
���� ���
���!��� �	� !��
�
�� ����
�� �	���� ���� �
�� �	
� �	�� �
�
�	�� $�	� ÕÖ×Ø ��@� 
��
�
��� �	�
!��
�
�
�
��� �	
� ���� ������
��##��� �	� ������� �
�	� ��� ���� ���
���!���& ?

<oc4j maxRetry="3" instanceName="OC4J_TruePass" gid="OC4J_TruePass" numProcs="1">
  <config-file path="/u01/app/oracle/product/iasinf/j2ee/OC4J_TruePass/config/server.xml"/>
  <oc4j-option value="-properties"/>
  <port ajp="3001-3100" jms="3201-3300" rmi="3101-3200"/>
  <environment>
    <prop name="LD_LIBRARY_PATH" 
        value="/u01/app/oracle/product/iasinf/lib:/opt/entrust/truepass/lib52mt"/>
  </environment>
</oc4j>D  dcmctl updateconfig –ct opmn§  opmnctl reloadF  dcmctl restart –co OC4J_TruePassG  �	�� ���� �	� M
�
 
���
�
�
�� �� 
 ��!���
�� ���
�
�� $½�Aµ=�())² %L= 
� �	� ���
�
�� �� ����
���
��
�
��- *���*�������*�����
�� �� ���
���& ?

cp –r $TRUEPASS_HOME/samples/TruePassSample/TruePas sSampleApp /tmp/.  '  L
�� �	� ������
�� �	
�"�� �� �	� *�!�*�����
��)
!���(��*�=�#�¨>*��� @!� ��� �	� �����
�� 
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�
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�
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� ������� $�	��� 
� ����& ���! �	� ���
��� �
�� �	
���� �
�	 �����
�� �� ���� �� ���
�	� �@
!��� � ����
��� E+  B��
�� �	� �����
�� �(A ��
�" �	��� ��!!
��� $�	
�"� �	� �
�	�
!�� 
� ������
��& ?
cd /tmp/TruePassSampleApp

$ORACLE_HOME/jdk/bin/sparc/native_threads/jar cvf /tmp/truepass.war *EE  (���!
�" �	
� ��� ���
��� �	� �(A �
�� 
� *�!�*�����
�� �
�- ��� �	
� ��!!
�� �� ������ �	� 
���
�
�
���� �	� �����#���
��� %BCÔ²�����
�� $�	���� 
�� �� �� ��� �
��& ?
dcmctl deployapplication –a TruePassSampleApp –f /tmp/truepass.war –co OC4J_TruePass –
rc /TruePassSampleApp

�	
� ��!!
�� �
�� �
���� �
��� 
 �
!���� �� �����- ��� 
� �
�� �
�
�	 �
�	
� 
 ��� !
����� �	� �
!����
�
��
�" 
� ���!
� �� !
� �
�� �����
� !
����� �� �
�
�	 ������!��� �� �
�
��� 
�� �� ��� ����
��� ���
� 
�
�
�
�	�� ¡�� �
� ���
�� ������� �� ����
�"?
dcmctl listapplications –co OC4J_TruePass
�� ��� �	
� �	� ������ �	��� �	� 
���
�
�
�� 	
� ���� �������� 

12.dcmctl restart –ct ohs –v 
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�� � 
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if [ -z "$LD_LIBRARY_PATH" ] 

then 

  LD_LIBRARY_PATH=/u01/app/oracle/product/infrocs/l ib :/opt/entrust/truepass/lib52mt 

  export LD_LIBRARY_PATH 

else 

  

LD_LIBRARY_PATH=/u01/app/oracle/product/infrocs/lib : /opt/entrust/truepass/lib52mt:${LD_LIB

RARY_PATH} 

  export LD_LIBRARY_PATH 

fi 
4.  dcmctl stop -ct ohs -v 
5.  dcmctl start -ct ohs -v 
6. 

=�
� ½%A(BN=² %L=*(�
�	�*(�
�	�*����*	���� ���� 
�� 
�� �	� ������
�" ������� �	�
 LoadModule 

fastcgi_module libexec/mod_fastcgi.so  

�� �	�

 <IfDefine SSL> �
����
���
: 

################################################### ################ 

################################################### ################ 

################################################### ################ 

#### Add Entrust Server Validation Module (SVM) 

################################################### ################ 

################################################### ################ 

################################################### ################ 

LoadModule session_validation /opt/entrust/truepass /sessionvalidationmodule/libEtSessionValidatio 

n_IHS1319.so 

AddModule ApacheApiGlue.cpp 

 

<IfModule ApacheApiGlue.cpp> 

TruePassIniFile /opt/entrust/truepass/config/truepa ss.ini 

Alias /TruePassSample /opt/entrust/truepass/samples /TruePassSample/web/replaceclientapiframe 

 

<Location /TruePassSample/secured> 

AuthType TruePass 

require TruePass 
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</Location> 

 

<LocationMatch "(/CertificateServlet|/MessageServle t|/PrimaryAuthenticationServlet|/ProfileAc 

cessServlet|/ProfileStorageServlet|/TransactionServ let|/receipt.jsp)"> 

AuthType TruePass 

require TruePass 

</LocationMatch> 

 

</IfModule> 

 

################################################### ################ 

################################################### ################ 

################################################### ################ 

#### Add Entrust Server Validation Module (SVM) 

################################################### ################ 

################################################### ################ 

################################################### ################ F  (��� 
� �	� 	���� ����- !��� �	� ������
�" �
��?
include "/u01/app/oracle/product/iasmt/Apache/Apach e/conf/mod_osso.conf" �� �� ���
��� M��� ������ �	� �����
�� ����
�� ��� 
���� 
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���- 
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��))%²(µ� ²=<�=A¨(N �
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�� �	
� $
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�
��� 
� ÕÖ×Ø&?

<Location /pls/orasso> 

SetHandler pls_handler 

Order deny,allow 

Allow from all 

AllowOverride None 

####### TruePass Directives 

AuthType TruePass 

require TruePass 

####### TruePass Directives 

PlsqlDatabaseUsername orasso 

PlsqlDatabasePassword !b3Jhc3Nv 

PlsqlDatabaseConnectString orainfra.celeritas.com:1 521:iasdb 

PlsqlDefaultPage orasso.home 

PlsqlDocumentTablename orasso.wwdoc_document 

PlsqlDocumentPath docs 

PlsqlDocumentProcedure orasso.wwdoc_process.process _download 

PlsqlAuthenticationMode SingleSignOn 

PlsqlPathAlias url 

PlsqlPathAliasProcedure orasso.wwpth_api_alias.proc ess_download 

PlsqlSessionCookieName orasso 

PlsqlCGIEnvironmentList HTTP_ENTRUST_CLIENT 

</Location> 
9.  dcmctl updateconfig –ct ohs 
10.dcmctl stop –ct ohs –v 
11.dcmctl start –ct ohs –v E,  A���
�� %=L ������� 
� ���
��� $��!��� ��
��&  

�
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�� �
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������������ �	� ���� µAN �	���� �� 	����?**��

���
 �����
�
� ��!?CCCH*�����
��)
!���* %��� �	���- �������
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A¯¯0���ô A:WWSSO_AUTH_EXTERNAL P3�õ3°0B��1 
CREATE OR replace PACKAGE BODY wwsso_auth_external AS 

 

/************************************************** ********************* 

*** Copyright 2003 Celeritas Technologies, L.L.C.   

*** This work was created by Celeritas Technologies , L.L.C. ("Creator").   

*** This work and all rights therein and thereto, i ncluding copyright rights  

*** and/or patent rights, are owned by Creator and/ or another entity  

*** (collectively, "Owner").  This shall serve as n otice of such ownership as  

*** of the date of this and associated files or sub ject matter, if any, as  

*** depicted above and/or as depicted with an elect ronic file date stamp and/or 

*** any versions thereof and their associated dates , if any.  This work may not 

*** be reproduced for any purpose, distributed, mod ified, reverse-engineered,  

*** stored in a retrieval system, transmitted, used , made, offered for sale, or 

*** sold, in whole or part, in any form or by any m eans, electronic,  

*** mechanical, audio, photocopying, recording, or otherwise, without the prior 

*** written permission of Owner. This work may not be exported unless in  

*** compliance with the applicable technology expor t laws.  While this  

*** information is presented in good faith and beli eved to be accurate,  

*** Creator does not guarantee satisfactory or any results from reliance upon  

*** such information.  Creator reserves the right, without notice, to alter or 

*** improve the designs, specifications, creations,  or works of the subject  

*** matter herein.  Nothing herein is to be constru ed as a warranty or  

*** guarantee, express or implied, against infringe ment, or regarding  

*** performance, merchantability, fitness, or any o ther matter with respect  

*** to products, processes, or any other subject ma tter herein, and such  

*** warranties and guaranties are expressly disclai med.  Nothing herein is to 

*** be construed as a recommendation to use any pro duct or process in conflict  

*** with any third party rights in any intellectual  property. All products,  

*** languages, or trademarked names that are mentio ned in this work  

*** are acknowledged to be the proprietary property  of the respective owner.  

*************************************************** ********************/ 

/************************************************** *********************/ 

/************************************************** *********************/ 

-- settings for local OID directory 

gv_oid_host  CONSTANT VARCHAR2(100) := 'orainfra.ce leritas.com'; 

gv_oid_port  CONSTANT PLS_INTEGER   := 389; 

gv_oid_sslport  CONSTANT PLS_INTEGER   := 636; 

gv_oid_basedn CONSTANT VARCHAR2(256) := 'cn=Users,d c=celeritas,dc=com'; 

gv_oid_user CONSTANT VARCHAR2(256) := 'cn=entrustcr eatessousers'; 

gv_oid_pass CONSTANT VARCHAR2(256) := 'password_for _gv_oid_user'; 

-- settings for Entrust LDAP (X.500) directory 

gv_getx500_url  CONSTANT VARCHAR2(10000) := 'http:/ /orainfra.celeritas.com:7777/cgi/getx500.cgi'; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

--setup for debugging 

gdebug  BOOLEAN := TRUE; 

gdebug_dir VARCHAR2(2000) := '/u01/app/oracle/local /utl_file_dir'; 

gdebug_file VARCHAR2(2000) := 'auth_debug.log'; 
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gv_file  UTL_FILE.FILE_TYPE; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

  FUNCTION randpass 

  RETURN VARCHAR2 IS 

    --BINARY_INTEGER can only go to 2^31 (214748364 8) 

    v_seed      BINARY_INTEGER := 2134567890; 

    v_rand      BINARY_INTEGER; 

  BEGIN 

    DBMS_RANDOM.INITIALIZE(v_seed); 

    v_rand := DBMS_RANDOM.RANDOM; 

    DBMS_RANDOM.SEED(v_rand); 

    v_rand := DBMS_RANDOM.RANDOM; 

    DBMS_RANDOM.TERMINATE; 

    RETURN TO_CHAR(v_rand); 

  END randpass; 

/************************************************** *********************/ 

/************************************************** *********************/ 

FUNCTION add_oid_user 

(p_entrust_dn IN VARCHAR2 

,p_fname IN VARCHAR2 

,p_lname IN VARCHAR2 

,p_email IN VARCHAR2 

) RETURN VARCHAR2 IS 

  v_array DBMS_LDAP.MOD_ARRAY; 

  v_vals DBMS_LDAP.STRING_COLLECTION ; 

  v_seqnum NUMBER; 

  v_cn  VARCHAR2(6); 

  v_dn  VARCHAR2(2000); 

  v_retval PLS_INTEGER; 

  v_session DBMS_LDAP.session; 

  v_randpass VARCHAR2(20); 

BEGIN 

  DBMS_LDAP.USE_EXCEPTION := TRUE; 

  v_session := DBMS_LDAP.init(gv_oid_host,gv_oid_ss lport); 

  --bind using SSL for encryption, but not for auth entication 

  --v_retval := DBMS_LDAP.bind_s(v_session, gv_oid_ user, gv_oid_pass, 1); 

  v_retval := DBMS_LDAP.open_ssl(v_session, '', '',  1); 

  --v_retval := DBMS_LDAP.bind_s(v_session, gv_oid_ user, gv_oid_pass, DBMS_LDAP.GSLC_SSL_NO_AUTH); 

  v_retval := DBMS_LDAP.simple_bind_s(v_session, gv _oid_user, gv_oid_pass); 

  --v_retval := DBMS_LDAP.bind_s(v_session, gv_oid_ user, gv_oid_pass, DBMS_LDAP.AUTH_NONE); 

 

  IF gdebug THEN 

    UTL_FILE.PUT_LINE(gv_file,'*** Adding OID entry  for '||p_entrust_dn); 

  END IF; 

  -- Create and setup attribute array for the New e ntry 

  v_array := DBMS_LDAP.create_mod_array(14); 

  --get a new username using a sequence-generated n ame 

  SELECT newuser_seq.nextval INTO v_seqnum FROM dua l; 

  v_cn := 'x' || LPAD(TO_CHAR(v_seqnum),5,'0'); 
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  v_vals(1) := v_cn; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'cn',v_vals); 

  v_vals(1) := p_lname; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'sn',v_vals); 

  v_vals(1) := p_fname; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'givenname',v_vals); 

  v_vals(1) := p_email; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'mail',v_vals); 

  v_vals(1) := p_entrust_dn; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'celeritasentrustdn',v_vals); 

  v_vals(1) := 'top'; 

  v_vals(2) := 'person'; 

  v_vals(3) := 'organizationalPerson'; 

  v_vals(4) := 'inetOrgPerson'; 

  v_vals(5) := 'orcluser'; 

  v_vals(6) := 'orcluserv2'; 

  v_vals(7) := 'celeritasuserdn'; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'objectclass',v_vals); 

  v_vals.DELETE; 

  --generate a password that is reasonably difficul t and meets OID criteria 

  v_randpass := randpass; 

  v_vals(1) := p_fname || v_randpass; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'userpassword',v_vals); 

  --add displayname to be the "pretty" name, DAN, 7 /22/2003 

  v_vals(1) := p_fname||' '||p_lname; 

  DBMS_LDAP.populate_mod_array(v_array,DBMS_LDAP.MO D_ADD,'displayname',v_vals); 

  -- DN for Entry to be Added under 'ldap_base'  

  v_dn := 'cn=' ||v_cn || ',' || gv_oid_basedn; 

  IF gdebug THEN 

    UTL_FILE.PUT_LINE(gv_file,'*** Adding Entry for  DN: ' || v_dn ); 

  END IF; 

  -- Add new Entry to ldap directory 

  v_retval := DBMS_LDAP.add_s(v_session,v_dn,v_arra y); 

  IF gdebug THEN 

    UTL_FILE.PUT_LINE(gv_file,'*** add_s Returns: ' || TO_CHAR(v_retval)); 

  END IF; 

  -- Free attribute array (v_array) 

  DBMS_LDAP.free_mod_array(v_array); 

  v_retval := DBMS_LDAP.unbind_s(v_session); 

  RETURN v_cn; 

END add_oid_user; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

FUNCTION find_oid_user 

(p_entrust_dn IN VARCHAR2 

) RETURN VARCHAR2 IS 

  v_session DBMS_LDAP.session; 

  v_attrs DBMS_LDAP.string_collection; 

  v_rdns DBMS_LDAP.string_collection; 

  v_retval PLS_INTEGER; 



Application Server and Web Services 

Page 16 of 28   Paper #100 

  v_entry DBMS_LDAP.message; 

  v_message DBMS_LDAP.message; 

  v_dn  VARCHAR2(2000); 

BEGIN 

  DBMS_LDAP.USE_EXCEPTION := TRUE; 

  v_session := DBMS_LDAP.init(gv_oid_host,gv_oid_po rt); 

  --No bind call needed to do an anonymous bind 

  v_attrs(1) := 'dn'; 

  v_retval := DBMS_LDAP.search_s(v_session, gv_oid_ basedn, 

                              DBMS_LDAP.SCOPE_ONELE VEL, 

                              'celeritasentrustdn=' ||p_entrust_dn, 

                              v_attrs, 

                              0, 

                              v_message); 

  v_retval := DBMS_LDAP.count_entries(v_session, v_ message); 

  --changed from != 1 to = 0 incase multiple entrie s are created somehow, DAN, 7/11/2003 

  IF v_retval = 0 THEN 

    RETURN NULL; 

  END IF; 

  v_entry := DBMS_LDAP.first_entry(v_session, v_mes sage); 

  v_dn := DBMS_LDAP.get_dn(v_session, v_entry); 

  --get RDNs without the attribute tags 

  v_rdns := DBMS_LDAP.explode_dn(v_dn, 1); 

  v_retval := DBMS_LDAP.unbind_s(v_session); 

  RETURN v_rdns(v_rdns.first); 

END find_oid_user; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

PROCEDURE get_x500_info 

(p_entrust_dn IN VARCHAR2 

,p_fname OUT VARCHAR2 

,p_lname OUT VARCHAR2 

,p_email OUT VARCHAR2 

) IS 

  v_givenname VARCHAR2(100); 

  v_sn VARCHAR2(100); 

  v_cn VARCHAR2(100); 

  v_mail VARCHAR2(100); 

  all_done BOOLEAN; 

  req   utl_http.req; 

  resp  utl_http.resp; 

  value VARCHAR2(1024); 

  url_raw VARCHAR2(10000); 

  url_escaped VARCHAR2(10000); 

BEGIN 

  --DBMS_LDAP would not communicate with the Entrus t LDAP directory, to we used 

  -- a Perl CGI script that did the LDAP calls and returned the information in a simple format 

  --The CGI script takes one parameter which was th e Entrust DN for directory lookup 

 

  --we must esacpe all chars including reserved cha rs (like "+") 
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  url_escaped := gv_getx500_url || '?dn=' || utl_ur l.escape(p_entrust_dn,TRUE); 

   

  req := utl_http.begin_request(url_escaped); 

  resp := utl_http.get_response(req); 

  LOOP 

    BEGIN 

      utl_http.read_line(resp, value, TRUE); 

    EXCEPTION 

      WHEN utl_http.end_of_body THEN 

        all_done := TRUE; 

    END; 

    EXIT WHEN all_done; 

    --make sure we don't have too many entries 

    IF TRIM(LOWER(SUBSTR(value,0,INSTR(value,':')-1 ))) = 'entries' THEN 

      IF TRIM(SUBSTR(value,INSTR(value,':')+1)) != '1' THEN 

        RAISE_APPLICATION_ERROR(-20000,'Too many en tries, exiting'); 

      END IF; 

    END IF; 

 

    IF TRIM(LOWER(SUBSTR(value,0,INSTR(value,':')-1 ))) = 'cn' THEN 

      v_cn := TRIM(SUBSTR(value,INSTR(value,':')+1) ); 

    ELSIF TRIM(LOWER(SUBSTR(value,0,INSTR(value,':' )-1))) = 'sn' THEN 

      v_sn := TRIM(SUBSTR(value,INSTR(value,':')+1) ); 

    ELSIF TRIM(LOWER(SUBSTR(value,0,INSTR(value,':' )-1))) = 'mail' THEN 

      v_mail := TRIM(SUBSTR(value,INSTR(value,':')+ 1)); 

    ELSIF TRIM(LOWER(SUBSTR(value,0,INSTR(value,':' )-1))) = 'givenname' THEN 

      v_givenname := TRIM(SUBSTR(value,INSTR(value, ':')+1)); 

    END IF; 

  END LOOP; 

  utl_http.end_response(resp); 

 

  -- Set return variables 

  p_email := v_mail; 

  p_lname := v_sn; 

  p_email := v_mail; 

  -- if they don't have a givenname, we'll just use  the first part of cn 

  IF v_givenname IS NULL THEN 

    p_fname := TRIM(SUBSTR(v_cn,0,INSTR(v_cn,' ')-1 )); 

  ELSE 

    p_fname := v_givenname; 

  END IF; 

EXCEPTION 

  WHEN utl_http.end_of_body THEN 

    utl_http.end_response(resp); 

  WHEN others THEN 

    RAISE; 

END get_x500_info; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

FUNCTION authenticate_user 
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(p_user OUT VARCHAR2 

)  

RETURN PLS_INTEGER 

IS 

  v_http_header VARCHAR2(32000); 

  v_ssouser  WWSEC_PERSON.USER_NAME%TYPE := NULL; 

  v_dn  VARCHAR2(32000); 

  v_fname VARCHAR2(1000); 

  v_lname VARCHAR2(1000); 

  v_email VARCHAR2(1000); 

 

BEGIN 

  v_http_header := owa_util.get_cgi_env('HTTP_ENTRU ST_CLIENT'); 

  IF gdebug THEN 

    gv_file := UTL_FILE.FOPEN(gdebug_dir,gdebug_fil e,'a'); 

    UTL_FILE.PUT_LINE(gv_file,'*** Entrust HTTP_ENT RUST_CLIENT: ' || v_http_header); 

  END IF; 

 

  IF v_http_header IS NOT NULL THEN 

    --decode DN from Base64 encoding 

    v_dn := UTL_RAW.CAST_TO_VARCHAR2( 

              UTL_ENCODE.BASE64_DECODE( 

                UTL_RAW.CAST_TO_RAW(v_http_header) 

              ) 

            ); 

    IF gdebug THEN 

      UTL_FILE.PUT_LINE(gv_file,'*** Entrust DN: ' || v_dn); 

    END IF; 

 

    --do an LDAP search for the username in our OID  

    v_ssouser := find_oid_user(v_dn); 

 

    IF gdebug AND v_ssouser IS NOT NULL THEN 

      UTL_FILE.PUT_LINE (gv_file,'*** found usernam e '||v_ssouser||' for '||v_dn); 

    END IF; 

 

    --if we didn't find a user, create one 

    IF v_ssouser IS NULL THEN 

      --first get their name and email from the Ent rust directory 

      get_x500_info(v_dn,v_fname,v_lname,v_email); 

 

      IF gdebug THEN 

        UTL_FILE.PUT_LINE (gv_file,'*** got Entrust  dir info: '||v_fname||' '||v_lname||' ('||v_email| |') 
for '||v_dn); 

      END IF; 

 

      --then create a new OID entry for them with t heir name info 

      v_ssouser := add_oid_user(v_dn,v_fname,v_lnam e,v_email); 

 

      IF gdebug THEN 

        UTL_FILE.PUT_LINE (gv_file,'*** created use rname '||v_ssouser||' based on DN '||v_dn); 

      END IF; 
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    END IF; 

 

    IF gdebug THEN 

      UTL_FILE.PUT_LINE (gv_file,'*** SUCCESS: Sett ing username to '||v_ssouser); 

    END IF; 

 

    --this is a hardcode hack to make sure we can t est easily 

    --v_ssouser := 'portal'; 

 

    --use this exception if necessary 

    --RAISE EXT_AUTH_FAILURE_EXCEPTION; 

     

    IF gdebug THEN 

      UTL_FILE.PUT_LINE (gv_file,'*** v_ssouser is:  ' || v_ssouser); 

    END IF; 

  ELSE 

    IF gdebug THEN 

      UTL_FILE.PUT_LINE (gv_file,'*** HTTP_ENTRUST_ CLIENT is null.'); 

    END IF; 

    raise EXT_AUTH_FAILURE_EXCEPTION; 

  END IF; 

 

  p_user := NLS_UPPER(v_ssouser);  

  IF gdebug THEN 

    UTL_FILE.FCLOSE(gv_file); 

  END IF; 

  RETURN 0; 

    

EXCEPTION 

    WHEN OTHERS THEN 

        IF gdebug THEN 

          UTL_FILE.PUT_LINE(gv_file,'*** unknown ex ception in authenticate_user(p_user)' || sqlerrm); 

          UTL_FILE.FCLOSE(gv_file); 

        END IF; 

        RAISE EXT_AUTH_FAILURE_EXCEPTION; 

 

END authenticate_user; 

 

/************************************************** *********************/ 

/************************************************** *********************/ 

FUNCTION get_authentication_name  

RETURN VARCHAR2 

AS 

BEGIN 

 

    RETURN 'Entrust TruePass'; 

 

END get_authentication_name; 

 

/************************************************** *********************/ 
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/************************************************** *********************/ 

PROCEDURE set_external_cookies 

( 

    p_username IN VARCHAR2 

   ,p_password IN VARCHAR2 

   ,p_cookie_list OUT wwsso_ls_private.cookie_list 

) 

AS 

BEGIN 

 

    null; 

 

END set_external_cookies; 

/************************************************** *********************/ 

/************************************************** *********************/ 

 

END;  *
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<!DOCTYPE web-app PUBLIC "-//Sun Microsystems, Inc. //DTD Web Application 2.2//EN" 
"http://java.sun.com/j2ee/dtds/web-app_2_2.dtd"> 

<web-app> 

   <display-name>TruePass Sample</display-name> 

 

  <servlet> 

    <servlet-name>AuthenticationProfileAccessServle t</servlet-name> 

    <display-name>AuthenticationProfileAccessServle t</display-name> 

    <description></description> 

    <servlet-class>EntrustTruePassAuthenticationPro fileAccessServlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>AuthenticationServlet</servlet-na me> 

    <display-name>AuthenticationServlet</display-na me> 

    <description></description> 

    <servlet-class>EntrustTruePassAuthenticationSer vlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>CertificateServlet</servlet-name>  

    <display-name>CertificateServlet</display-name>  

    <description></description> 

    <servlet-class>EntrustTruePassCertificateServle t</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>MessageServlet</servlet-name> 

    <display-name>MessageServlet</display-name> 

    <description></description> 

    <servlet-class>EntrustTruePassMessageServlet</s ervlet-class> 

    <init-param> 
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      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>ProfileAccessServlet</servlet-nam e> 

    <display-name>ProfileAccessServlet</display-nam e> 

    <description></description> 

    <servlet-class>EntrustTruePassProfileAccessServ let</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>PrimaryAuthenticationServlet</ser vlet-name> 

    <display-name>PrimaryAuthenticationServlet</dis play-name> 

    <description></description> 

    <servlet-class>EntrustTruePassPrimaryAuthentica tionServlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

  </servlet> 

 

  <servlet> 

    <servlet-name>ProfileStorageServlet</servlet-na me> 

    <display-name>ProfileStorageServlet</display-na me> 

    <description></description> 

    <servlet-class>EntrustTruePassProfileStorageSer vlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet> 

    <servlet-name>ProfileManagementServlet</servlet -name> 

    <display-name>ProfileManagementServlet</display -name> 

    <description></description> 

    <servlet-class>EntrustTruePassProfileManagement Servlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 
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  </servlet> 

 

  <servlet> 

    <servlet-name>SecondaryAuthenticationServlet</s ervlet-name> 

    <display-name>SecondaryAuthenticationServlet</d isplay-name> 

    <description></description> 

    <servlet-class>EntrustTruePassSecondaryAuthenti cationServlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

  </servlet> 

 

  <servlet> 

    <servlet-name>SecondaryLogoutServlet</servlet-n ame> 

    <display-name>SecondaryLogoutServlet</display-n ame> 

    <description></description> 

    <servlet-class>EntrustTruePassSecondaryLogoutSe rvlet</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

  </servlet> 

 

  <servlet> 

    <servlet-name>TransactionServlet</servlet-name>  

    <display-name>TransactionServlet</display-name>  

    <description></description> 

    <servlet-class>EntrustTruePassTransactionServle t</servlet-class> 

    <init-param> 

      <param-name>EntrustTruePassIniFile</param-nam e> 

      <param-value> /opt/entrust/truepass/config/truepass.ini</param-value> 

    </init-param> 

    <load-on-startup>1</load-on-startup> 

  </servlet> 

 

  <servlet-mapping> 

    <servlet-name>AuthenticationProfileAccessServle t</servlet-name> 

    <url-pattern>/servlets/AuthenticationProfileAcc essServlet/*</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>AuthenticationServlet</servlet-na me> 

    <url-pattern>/servlets/AuthenticationServlet/*< /url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>CertificateServlet</servlet-name>  

    <url-pattern>/servlets/CertificateServlet/*</ur l-pattern> 

  </servlet-mapping> 
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  <servlet-mapping> 

    <servlet-name>MessageServlet</servlet-name> 

    <url-pattern>/servlets/MessageServlet/*</url-pa ttern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>PrimaryAuthenticationServlet</ser vlet-name> 

    <url-pattern>/servlets/PrimaryAuthenticationSer vlet/*</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileAccessServlet</servlet-nam e> 

    <url-pattern>/servlets/ProfileAccessServlet/*</ url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileStorageServlet</servlet-na me> 

    <url-pattern>/servlets/ProfileStorageServlet/*< /url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileManagementServlet</servlet -name> 

    <url-pattern>/servlets/ProfileManagementServlet /*</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>SecondaryAuthenticationServlet</s ervlet-name> 

    <url-pattern>/servlets/SecondaryAuthenticationS ervlet/*</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>SecondaryLogoutServlet</servlet-n ame> 

    <url-pattern>/servlets/SecondaryLogoutServlet/* </url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>TransactionServlet</servlet-name>  

    <url-pattern>/servlets/TransactionServlet/*</ur l-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>AuthenticationProfileAccessServlet</servlet-name> 

    <url-pattern>/servlets/AuthenticationProfileAccessServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>AuthenticationServlet</servlet-name> 

    <url-pattern>/servlets/AuthenticationServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 
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    <servlet-name>CertificateServlet</servlet-name> 

    <url-pattern>/servlets/CertificateServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>MessageServlet</servlet-name> 

    <url-pattern>/servlets/MessageServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>PrimaryAuthenticationServlet</servlet-name> 

    <url-pattern>/servlets/PrimaryAuthenticationServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileAccessServlet</servlet-name> 

    <url-pattern>/servlets/ProfileAccessServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileStorageServlet</servlet-name> 

    <url-pattern>/servlets/ProfileStorageServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>ProfileManagementServlet</servlet-name> 

    <url-pattern>/servlets/ProfileManagementServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>SecondaryAuthenticationServlet</servlet-name> 

    <url-pattern>/servlets/SecondaryAuthenticationServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>SecondaryLogoutServlet</servlet-name> 

    <url-pattern>/servlets/SecondaryLogoutServlet</url-pattern> 

  </servlet-mapping> 

 

  <servlet-mapping> 

    <servlet-name>TransactionServlet</servlet-name> 

    <url-pattern>/servlets/TransactionServlet</url-pattern> 

  </servlet-mapping> 

 

   <session-config> 

      <session-timeout>30</session-timeout> 

   </session-config> 

   <mime-mapping> 

      <extension>txt</extension> 
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      <mime-type>text/plain</mime-type> 

   </mime-mapping> 

   <mime-mapping> 

      <extension>html</extension> 

      <mime-type>text/html</mime-type> 

   </mime-mapping> 

   <welcome-file-list><welcome-file>index.jsp</welc ome-file></welcome-file-list> 

</web-app> 
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A¯¯0���ô C: P0�/CGI 4���¯� °0�ô500.�°� 
#!/usr/bin/perl  
 
### Copyright (c) 2002 Celeritas Technologies, L.L. C.   
### This work was created by Celeritas Technologies , L.L.C. ("Creator").   
### This work and all rights therein and thereto, i ncluding copyright rights  
### and/or patent rights, are owned by Creator and/ or another entity  
### (collectively, "Owner").  This shall serve as n otice of such ownership as  
### of the date of this and associated files or sub ject matter, if any, as  
### depicted above and/or as depicted with an elect ronic file date stamp and/or 
### any versions thereof and their associated dates , if any.  This work may not 
### be reproduced for any purpose, distributed, mod ified, reverse-engineered,  
### stored in a retrieval system, transmitted, used , made, offered for sale, or 
### sold, in whole or part, in any form or by any m eans, electronic,  
### mechanical, audio, photocopying, recording, or otherwise, without the prior 
### written permission of Owner. This work may not be exported unless in  
### compliance with the applicable technology expor t laws.  While this  
### information is presented in good faith and beli eved to be accurate,  
### Creator does not guarantee satisfactory or any results from reliance upon  
### such information.  Creator reserves the right, without notice, to alter or 
### improve the designs, specifications, creations,  or works of the subject  
### matter herein.  Nothing herein is to be constru ed as a warranty or  
### guarantee, express or implied, against infringe ment, or regarding  
### performance, merchantability, fitness, or any o ther matter with respect  
### to products, processes, or any other subject ma tter herein, and such  
### warranties and guaranties are expressly disclai med.  Nothing herein is to 
### be construed as a recommendation to use any pro duct or process in conflict  
### with any third party rights in any intellectual  property. All products,  
### languages, or trademarked names that are mentio ned in this work  
### are acknowledged to be the proprietary property  of the respective owner.  
 
################################################### ####################### 
################################################### ####################### 
### 
### getx500.cgi - a script to query Entrust directo ry for user information 
### 
### This script is called from the ORASSO.WWSSO_AUT H_EXTERNAL.GET_X500_INFO 
###   function in the 9iAS infrastructure database (iasdb).  DBMS_LDAP 
###   refused to talk to the directory used by Entr ust. 
### 
### Dan Norris, Celeritas Technologies, LLC 3/4/200 3 
### 
################################################### ####################### 
################################################### ####################### 
 
### LDAP host to query 
$ldaphost = 'entrustdir.celeritas.com'; 
### attributes to retrieve (or attempt to retrieve)  
$attrs = ['cn','sn','givenname','mail']; 
 
################################################### ####################### 
################################################### ####################### 
### end of servicable parts 
################################################### ####################### 
################################################### ####################### 
 
use CGI qw/:standard/; 
### need to install perl-ldap and Convert::ASN1 for  this to work 
use Net::LDAP; 
 
$DEBUG = 0; 
 
print header('text/plain'); 
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### get the DN from the parameters 
$dn = param('dn'); 
if ( $dn =~ /^$/ ) { 
  print "no argument passed, exiting\n"; 
  print STDERR "no argument passed, exiting\n"; 
  exit 1; 
} 
print "dn is: $dn\n" if $DEBUG; 
$base = substr($dn,index($dn,',') + 1); 
$cn = substr($dn,0,index($dn,',')); 
if ( $cn =~ /\+/ ) { 
  @parts = split(/\+/,$cn); 
  foreach $i (0 .. $#parts) { 
    if ( $parts[$i] =~ /cn=/ ) { 
      $cn=$parts[$i]; 
      break; 
    } 
  } 
} 
 
print "base is: $base\n" if $DEBUG; 
print "cn is: $cn\n" if $DEBUG; 
 
### do the LDAP query 
$ldap = Net::LDAP->new($ldaphost) or die "$@"; 
$ldap->bind ;    # an anonymous bind 
$result = $ldap->search  
 (base   => "$base" 
 ,filter => "($cn)" 
 ,scope => "one" 
 ,attrs => $attrs 
); 
$result->code && die $result->error; 
 
if ($DEBUG) { 
  foreach $entry ($result->all_entries) { $entry->d ump; } 
  exit; 
} 
 
### the code that reads this output will use this i nformation to populate OID 
print "entries: ",$result->count,"\n"; 
@entries = $result->all_entries; 
foreach $entry (@entries) {  
  print "dn: ",$entry->dn,"\n"; 
  foreach $attr (sort $entry->attributes) { 
    next if ( $attr =~ /;binary$/ ); 
    print "$attr: ",$entry->get_value($attr),"\n"; 
  } 
} 
$ldap->unbind; 
 


