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INTRODUCTION AND TERMINOLOGY   
Oracle Real ApplicaTon Clusters (RAC) doesn’t work for everyone in every situaTon; that’s a fact. But in many cases RAC 
can work—and work well—if configured and used properly. Some issues are caused by simple misconfiguraTon. Others 
are more complex, like applicaTon‐related logic issues that only surface in RAC environments. There are some issues that 
appear with a relaTvely high frequency, and many of them can be fixed without knowledge of internals. This session will 
review common issues in the areas of networking, storage, people, applicaTons, and tesTng, examining the issues and 
their soluTons.

To support the discussion that follows, these definiTons may be helpful:

Term DefiniEon

Database the control files, data files, and online redo logs 

Instance the shared memory and background processes that operate on a database

Clusterware soDware that manages cluster membership and monitors the nodes and networks in a cluster

Storage Area 
Network (SAN)

a storage environment where mulTple servers can uTlize a single storage array; a storage 
network is commonly implemented using fiber channel technology

Local Storage
disk space that is available to exactly one node in a cluster; this storage may be part of a SAN or 
may be direct‐aUached to the server

Shared Storage
disk space that is available to more than one node in a cluster at the same Tme; this storage is 
commonly part of a SAN

Raw Device the character (unbuffered) special device presented by the operaTng system

Cluster Filesystem a special filesystem that can be accessed by mulTple cluster nodes at the same Tme

Oracle AutomaTc 
Storage Management 
(ASM)

soDware that will manage disks directly and provide volume management funcTons like striping 
and mirroring; this feature was new with Oracle Database 10g

Single‐instance 
Database

the tradiTonal "stand alone" database configuraTon used by most Oracle environments today

MulT‐instance 
Database

a single database serviced by more than one instance

Oracle Services
an enTty defined in RAC databases that allow you to group database workloads in order to route 
work to the instances best able to complete the work opTmally

RAC ARCHITECTURE REVIEW   
To make sure that the rest of this paper is clear, we must first review some of the key RAC architecture points that must 
be understood when deploying and managing RAC environments. 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RAC is a mulT‐instance database. That means that there is exactly ONE database that is serviced by more than one 
instance. The instances are on separate nodes. Above all else, this key architectural point is the most important one to 
understand‐‐not just remember, but truly understand. With it in mind, many other corollaries can be derived if you also 
understand the relaTonship between an instance and a database. For example, instances generate redo and undo (not 
databases) which means that you’ll have separate redo threads and undo tablespaces for each instance in the cluster.

Oracle Clusterware is required in all RAC environments starTng with Oracle 10g Release 1. While an addiTonal, third‐
party clusterware (i.e. Veritas Cluster Server or IBM HACMP) may be used in addiTon to Oracle Clusterware, the Oracle 
Clusterware is sTll required. Oracle Clusterware serves as the cluster manager and manages cluster membership using a 
sophisTcated set of heartbeat mechanisms. If there is communicaTon failure that may jeopardize the integrity of the 
database, Oracle Clusterware may reboot one or more nodes to ensure that the database remains safe from corrupTon. 
Oracle Clusterware maintains the Oracle Cluster Registry (OCR) to track metadata related to cluster membership and 
status.

Oracle RAC is based on a “shared everything” architecture. This means that all servers in the cluster have direct access to 
all storage in the cluster at all Tmes. It also means that acTvity happening on node #1 may affect the performance of 
nodes #2‐5 in your cluster even if nothing is happening locally on them. 

NETWORK ISSUES   
I find that many RAC environments struggle with key parts of network configuraTon and administraTon. This secTon will 
discuss several important aspects of network configuraTon and management that will help improve your cluster’s 
redundancy, performance, or manageability.

SERVICES, WORKLOAD MANAGEMENT

Oracle Services were introduced with Oracle8i, but are rarely used by most single‐instance database environments. A 
service is defined in the database (DBA_SERVICES, DBMS_SERVICE) and also in the clusterware (using srvctl) to 
manage workload. Some environments create services to segregate groups of users; others use services to manage 
mulTple applicaTons that share a database. Many services can be defined, and the right number depends on how you 
want to manage your users and their associated workload. The more services you define, the more granular you can 
control and measure your workload, with the associated slight increase in management overhead. 

When Oracle 10g was released, services became more useful because many counters were added to track staTsTcs by 
service name. These staTsTcs gave some addiTonal incenTve to use services because the per‐service staTsTcal 
informaTon can help idenTfy the source of issues, especially performance issues. 

The most common error related to services is not using them at all. A significant number of the RAC environments I’ve 
encountered do not configure any non‐default services and use the default service name configured with the installaTon. 
While this paper isn’t intended to provide a complete primer on services, it is highly suggested that you research services 
and make good use of them in your RAC environment for ease of workload management. This is especially true for 
clusters with more than two nodes since they oDen have larger user communiTes and may require more services to 
enable effecTve management of the database’s workload. 

When mulTple services are employed, workload management is enabled because services need not be available on all 
nodes in the cluster. This allows the DBA to designate certain subsets of nodes in the cluster to service a parTcular group 
of users or applicaTon. Services may be restricted in this way to ensure that other users or applicaTons do not affect 
them so that they can achieve the performance they require to finish their work in the required Tme. In other cases, 
services may be restricted so that they do not affect the rest of the cluster’s users (i.e. for batch processes). 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For addiTonal informaTon, Jeremy Schneider wrote and published a great whitepaper on Oracle Services on his website: 
hUp://www.ardentperf.com/pub/services‐schneider07.pdf

LACK OF REDUNDANT INTERFACES

Another common issue with RAC clusters is the absence of redundant network interfaces. In most cases, RAC 
environments have very high availability requirements. To provide the highest availability, the cluster must be designed 
to eliminate as many single points of failure as possible. On a server level, this requires addressing each individual 
component of the server separately. In today’s standard servers, the CPU and memory are managed by the hardware and 
soDware so that if one fails, some servers will disable the failed component during a reboot and the server will come 
back online. In such cases, there is sTll an outage, but only as long as it takes to reboot. This is typically much shorter 
Tme than required to diagnose and replace a failed CPU or memory component. 

Storage redundancy is handled via RAID controllers and configuraTon. The internal drives in most servers today are 
connected to an internal RAID controller that presents LUNs to the operaTng system. Those LUNs are usually mirrors or 
other redundant configuraTons that will survive in the event that one of the drives fails. External storage redundancy is 
typically handled by the storage array(s) providing the external storage. In the case of inexpensive external storage 
“shelves” that do not have built‐in RAID controllers, a soDware volume manager on the hosts is employed to provide 
mirroring. 

The remaining failure point on the servers is the network interface. On RAC nodes, a minimum of two network interfaces 
(NICs) are required: one for the public network and one for the private (or interconnect) network. If either of these NICs 
fails, the node is no longer able to parTcipate effecTvely in the cluster. Depending on the specific failure, the node may 
either reboot (i.e. private NIC failure) or conTnue working without allowing client access (i.e. public NIC failure). To 
address this single point of failure, it is common for mulTple physical NICs to be logically bonded or trunked together to 
provide redundancy. When a NIC fails in these configuraTons, the second physical NIC seamlessly takes over the 
connecTon and ensures that the node remains in communicaTon with its peers. At a later Tme, maintenance can be 
scheduled to service the failed NIC. It is also important to note that mulTple, cross‐connected network switches should 
be employed in this configuraTon so that the two NICs are not connected to the same network switch, creaTng a single 
point of failure at the switch. 

BoUom line: make sure you avoid making the NIC a single point of failure. The only alternaTve is to accept that a NIC 
failure will essenTally translate into a node failure. In some (most likely larger) clusters, that may be a reasonable 
tradeoff. Consider that a NIC is usually relaTvely inexpensive and losing the processing power of an enTre node may not 
be inexpensive in terms of diminished capacity to process work (business). 

CROSSOVER CABLES

Though the number is geVng smaller I think, there are sTll a few places in the wild where one can find two‐node RAC 
environments being constructed with crossover network cables for the private interconnect. This is not an Oracle 
supported configuraTon for Oracle RAC and unlike some things are are unsupported but sTll work (like RAC on VMWare), 
using crossover cables will fail in most cases. 

The reason for crossover cables failing has to do with the way some operaTng systems detect NIC failure. Most OSes 
detect NIC failure when the NIC loses its link. The link is the indicator that something is aUached and powered on at the 
other end of the crossover cable. Therefore, when one node is shutdown or disconnected from the crossover cable, the 
other end loses its link and both nodes believe that their NICs have failed. The outcome in this situaTon is undesirable. 
When each node is connected to a switch, then the link status for each NIC only relies on the status of the switch to 
which it connects. Each node may independently drop its link or disconnect from the switch without affecTng the link 
status of the other node. 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USING VIPS

A Virtual IP (VIP) address is created during Clusterware installaTon and managed by the Clusterware. The TNS Listeners in 
RAC clusters bind their listening endpoint to the VIP address so that users can connect to the listener on each node via 
that node’s VIP address. The reason that the VIP is used instead of the node’s public IP address or name is because of 
TCP Tmeouts. When a node fails unexpectedly, the client needs to get a response back telling it that the node is no 
longer online. In this case, if the user connects to the VIP and the node fails, that node’s VIP is taken over by a surviving 
cluster member. The client aUempts to make connecTon to the VIP just as it had before and immediately receives a 
response that its connecTon is no longer valid. Oracle clients will then aUempt to reconnect to another VIP in the cluster 
and very likely will establish a connecTon to a surviving instance where it may have a session already established in the 
database. 

When a failed node’s VIP is taken over by a surviving cluster node, it does not accept any connecTons. It is only there so 
that clients will receive an affirmaTve response that their socket was destroyed so that they can quickly enact their 
mechanism to locate a surviving instance for reconnecTon. 

The error oDen made by RAC administrators is to allow connecTon to the public address of the RAC nodes instead of 
forcing all database connecTons to be made to the VIP. By default, the Network ConfiguraTon Assistant (netca) will 
configure the listeners to listen on both the VIP and the public address, which allows users to connect to the wrong 
locaTon (public address). To fix this configuraTon, the listeners should be manually reconfigured to only allow connecTon 
to the VIP address and nothing else. The VIP address is a prerequisite resource for the listener resource, so it is safe and 
best pracTce to configure the listeners in this manner. For more informaTon including specific configuraTon parameters 
and instrucTons, see my blog entry on the topic at hUp://www.dannorris.com/2008/07/21/tns‐listener‐configuraTon‐
for‐oracle‐rac/.

STORAGE   
Storage is oDen one of the more difficult configuraTon areas to get correct during an installaTon. However, once 
configured properly, it is usually very stable and doesn’t require much maintenance outside of adding addiTonal storage 
later. 

CONFIRM CERTIFICATION: CFS, ASM, RAW DEVICES

Beginners are someTmes unsure where to start when determining how to manage the shared storage required for RAC 
environments. As most know, there are several opTons, each with its own advantages and disadvantages. In current 
releases, you can use cluster filesystems (OCFS, VxFS, and GPFS are relaTvely common), ASM, or, less commonly, raw 
devices. Today, cluster filesystems are sTll the most common choice, but ASM is gaining significant popularity.

Before making a final decision, check to see if Oracle supports your choice. ASM is supported on all plaSorms where RAC 
is supported, so no addiTonal verificaTon is necessary if you’re using ASM. If you choose a cluster filesystem, make sure 
that the cerTficaTon matrix on the support site (now called “My Oracle Support”) contains your OS/RDBMS version/CFS 
combinaTon. Not all cluster filesystems are supported for RAC. You may also find addiTonal informaTon (such as mount 
opTons, special kernel parameters, or addiTonal patches required) in support notes on the support site, so be sure to 
check there as well. ODenTmes, if you aUempt to install in an unsupported configuraTon, the installer will fail, but not 
always do a good job explaining the cause of the error. 

MULTIPATHING

For configuraTons that take advantage of mulTpathing, take special care to ensure that the device used is the correct 
one. In some configuraTons, especially those using ASM for storage management, the mulTpath device isn’t the one 
used to access the storage. In this type of configuraTon, the storage access will likely work just fine and may even sustain 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the failure of one or more paths, as long as they’re not the one path being used, but eventually there will likely be a Tme 
where an undesirable failure will occur. When that happens, many will quesTon why mulTpathing didn’t work. The 
answer is usually that it worked fine, but the storage access wasn’t configured to use the mulTpath device and instead 
used one of the many individual paths. 

When configuring storage for ASM, make sure that the asm_diskstring parameter is set to a value that ensures that 
only the mulTpath pseudo‐devices are found and that the direct individual paths to each device do not match the 
parameter’s value. This will ensure that ASM will not be able to access the storage devices except via the mulTpath 
device. So, when a storage path failure occurs, ASM should conTnue processing fine since the mulTpath subsystem 
should ensure that the mulTpath pseudo‐device never loses access to the storage it represents and simply reroutes 
storage traffic via an alternate path. Some mulTpath drivers are also able to aggregate bandwidth from mulTple paths, 
allowing for increased performance in high‐I/O‐bandwidth applicaTons.

PEOPLE AND KNOWLEDGE   
Many of the issues discussed in this paper ulTmately roll up to the larger heading of lack of knowledge. Those that don’t 
understand what they’re doing very well can successfully complete creaTng a RAC cluster thanks to increased ease of 
installaTon and improved Oracle Universal Installer checks. However, installing a cluster and making it perform well, 
keeping it stable, troubleshooTng its errors, or making it scale well are topics that require a deeper understanding of the 
product and the configuraTon.

TRAIN DBAS

This is not an adverTsement for Oracle University training. I’ve met many DBAs in the world and they all learn in slightly 
different ways. Some get the most benefit from tradiTonal instructor‐led training sessions, some do beUer with 
mentoring from a consultant, others learn the most by building a test system and relying on internet resources like the 
Oracle‐L mailing list or user groups like IOUG. My point is that, regardless of the training style employed, DBAs taking on 
RAC need to first take on the knowledge required to ensure its success. You wouldn’t get behind the wheel of your car 
without first seeking lessons or training because it’d be reckless and dangerous to drive without them. While it is not 
necessarily life‐threatening to aUempt RAC management without training, it is dangerous to the organizaTon’s goals to 
entrust its most significant asset (data) to a DBA that lacks both experience and knowledge. Also keep in mind that RAC is 
oDen employed because of its high‐availability characterisTcs and organizaTons count on that availability when they 
purchase and deploy RAC. However, without proper knowledge, there is likely to be more downTme with the more 
complex RAC environment than with a single‐instance environment if proper training isn’t part of the deployment plan. 

TRAIN STORAGE ADMINS

Similarly, but possibly to a lesser extent, unusual requests will be made of the storage administrators since it is relaTvely 
unusual for two or more servers to share the same storage at the same Tme. This is oDen a challenge to explain to 
storage administrators when starTng a RAC configuraTon since they believe that such a configuraTon will certainly 
corrupt the data. AddiTonally, for those sites choosing to use ASM for storage management, a determinaTon must be 
made regarding who will manage the ASM environment. While it is possible, and possibly advantageous, to have the 
storage or system administraTon team manage the ASM environment, it is sTll not commonly the case. Furthermore, 
having DBAs managing storage via ASM oDen makes for challenging management situaTons as internal groups raise the 
quesTon of which group should manage the storage. The Oracle Database 11g server documentaTon organizaTon 
includes a separate book for storage administraTon that is intended to allow ASM management to be addressed separate 
from the tradiTonal DBA team. It is for some of these non‐technical reasons (like who should manage ASM) that ASM 
adopTon has been slower than many of us would like to see. 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Regardless of how deep the training is, storage administrators should be offered the chance to understand what happens 
to the storage at a higher level (like database or server‐Ter) to ensure that they properly configure and monitor what is 
allocated. During troubleshooTng scenarios is not the best Tme to wish that the storage administrators had been given 
some addiTonal training. 

One last note on training for storage administrators: today, there is no ASM training course available from Oracle 
University. In fact, I don’t know of any other courses available from any vendor that focus exclusively on ASM. While 
there has been a good Oracle Press book published on ASM (see references for Ttle and informaTon), its details are 
focused on the DBA audience and are likely more in‐depth than what the typical storage administrator needs or wants to 
know. Today, I believe one of the best opTons for ASM training is to engage a consultant that can provide some hands‐on 
mentoring with an outline of topics to cover including storage configuraTon, host configuraTon (ASMLib, mulTpathing, 
etc.), and diskgroup creaTon and maintenance. Such training would likely be 2‐3 days long for most storage 
administraTon teams. If it goes much longer than that, informaTon overload sets in and may be counterproducTve.

TRAIN DEVELOPERS

The final fronTer: Developers. While they’re oDen the last to be included in thoughts of training for RAC, that’s a huge 
oversight as developers have the greatest ability to help (or harm) the database environment. While we’ve all heard that 
RAC doesn’t require code changes in order for the applicaTon to benefit, and that might be true in some cases, for most 
cases, there will be significant advantages if the applicaTon code is reviewed and probably modified in some places. 
While I’ve never seen an applicaTon that completely failed in a RAC environment, I have seen more than one that 
performed worse under RAC than on a single‐instance database. Those same applicaTons, with some key modificaTons, 
ran as well or beUer in a RAC environment. 

The key knowledge that will help make developers successful when creaTng applicaTons for RAC are the impact of 
connecTon pooling, what happens during session failover/failure, disadvantages of doing small, sub‐atomic transacTons, 
and the advantages of using services. These are obviously in addiTon to all other design principles of Good ApplicaTons 
(like inserTng a whole row instead of inserTng and then immediately updaTng it, for example). Sources for training for 
developers are some of the great books that have been wriUen on Oracle database design, performance tuning, and 
some of the great presentaTons and arTcles wriUen by those that have “been there, done that” and shared it with the 
community. You’ll find many such papers and presentaTons in the conference proceedings from Collaborate (IOUG track 
especially) and Oracle OpenWorld (mainly customer presentaTons). In addiTon, Tom Kyte's “EffecTve Oracle by Design” 
and Jonathan Lewis' “Cost‐Based Oracle Fundamentals” books are excellent resources for developers and DBAs alike. 
While most of what is contained in these two books are not specific to RAC, they provide a strong foundaTon for good 
applicaTon programming that will ulTmately benefit RAC‐backed applicaTons as much or more than single‐instance 
applicaTons.

TRAIN MANAGEMENT

This category of IT professional isn't really one that needs training in the tradiTonal sense. More accurately, managers 
may need to be “untrained” by instrucTng them what realisTc expectaTons really are. While it is true that many 
applicaTons can work well on RAC, a relaTve few make the transiTon without bumps along the way. The RAC migraTon 
path is oDen laden with performance diagnosis and code modificaTon. So, it is important to allow sufficient tesTng, 
debugging, and break‐fix Tme into the implementaTon cycle. This is especially important because someTmes they get 
the impression that migraTon will be “seamless” and “easy” for their applicaTons. In reality, it is impossible to know 
whether migraTon will be either of those things unTl you test it thoroughly and completely. 

Once you complete the implementaTon, a whole new set of expectaTons take over. The operaTonal expectaTons, 
especially those related to maintenance, can oDen be set too high. At present, most clusters are running Oracle 10g R2. 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With Oracle 10g R2, there are several maintenance events that require a complete cluster outage to complete. Most 
patches, some database maintenance, and some clusterware patches or upgrades may require cluster‐wide outages. 

Besides operaTonal and upTme expectaTons, the applicaTon behavior and scalability are also frequently expected to be 
higher than is possible. SomeTmes the applicaTon can be modified to achieve the desired goals, but in other cases, 
modificaTons aren't possible or it isn't easy to determine what needs to be changed. When this happens, expectaTons 
may need to be lowered or addiTonal effort required to idenTfy and make the changes required to meet the goals. 
Regardless, there is usually a significant gap between “it works” and “it works, performs, and scales well.” 

APPLICATION AND/OR FAILURE TESTING   
ApplicaTon tesTng is probably the most common area where I see RAC‐related issues. While I consider myself well 
informed about RAC and educated by both training and experience, I don’t believe anyone can tell whether an 
applicaTon will behave well under stress in a RAC environment without actually tesTng it. For complex applicaTons, like 
Oracle E‐Business Suite or Siebel, even the same applicaTon may behave differently at different customer sites because 
of different configuraTons, hardware, data, or other factors. 

STRESS TESTS

Of all the tesTng conducted, it is stress tesTng that is the most important and perhaps the most challenging to conduct. 
A majority of organizaTons have no capability to put their applicaTons under realisTc stress with respect to the database 
load they generate. Stress tesTng is the process of making the applicaTon go through its normal acTvity at an increased 
or peak rate. Typically, this will also create the peak database load. The hard part of this test is to create a realis0c load 
on the database. Some organizaTons can create a load on their applicaTon, but it doesn’t oDen include the proper 
variety or proporTon of acTons which means that it doesn’t accurately represent the producTon load. 

StarTng with Oracle Database 11g, the Database Replay feature allows you to capture actual database workload from 
your producTon database (from 9i R2, 10g R2 or 11g) and replay it on the 11g database. The source and desTnaTon 
databases can be any combinaTon of RAC or single‐instance that makes this feature an excellent tool to use for database‐
Ter stress tesTng. Unfortunately, this feature is an extra licensed opTon, so will not be available to all customers. For 
other customers, there are other applicaTon‐Ter load generator tools (Oracle Enterprise Manager now offers one too, 
but I believe that’s also an extra‐cost opTon) that can be programmed to simulate many users accessing the applicaTon. 
These soluTons are approximaTons and can also require expensive tools and significant effort to configure properly. 

No maUer what method you choose, stress tesTng your applicaTon using a realisTc or the closest approximaTon 
possible is very important. There have been too many applicaTons that go into producTon without proper stress tesTng 
and then spend many weeks debugging issues and performance problems aDer the go‐live. Even if stress tesTng takes 
several weeks to conduct, consider that not properly stress tesTng the applicaTon can cause outages or “brown‐outs” 
that can last more than several weeks. For customer‐facing applicaTons, such outages or degradaTon can result in lost 
customer revenue. It may not be easy, but it is very important and will yield significant benefits for those that do it 
seriously and competently. 

FAILURE TESTS

RAC is almost always expected to provide the highest degree of availability for the applicaTon(s) it serves. Therefore, 
tesTng failures should be part of every new deployment. Specifically, failure tesTng of the actual applicaTon (not just a 
sample database) is absolutely mandatory to ensure that the expected behaviors are tested, observed, and verified. 

To put a cluster into producTon without tesTng all single points of failure is irresponsible. For example, if you expect that 
mulTpathing should handle a path failure for a storage device, then run your applicaTon, put it under stress (since many 

7  Paper 397



DBA, Clustering

failure are more likely to happen under stress), and pull a cable out of one or more of the servers. In fact, if your 
mulTpathing is acTve/passive, ensure you pull the acTve cable. Observe any applicaTon or database errors and measure 
response Tme performance from a user perspecTve during the test. ADer all, we all know that Murphy’s Law is alive and 
well. Some of the single points of failure that should be tested are:

 Storage path
 Network interface (if you configure redundancy for NICs)
 Disk drive
 Oracle instance
 RAC cluster node
 Session death (kill an acTve session)

For each of these failures, you should collect informaTon about applicaTon behavior, performance, and Tme to recover. 
What you’ll likely find is that some transacTons or session state may be lost in some cases. This may cause applicaTon 
errors or unexpected errors to be displayed to the user. During failure tesTng, it is common to add applicaTon code to 
handle the addiTonal special excepTons that Oracle may throw as a result of the failure. 

During tesTng, it is always good to aUempt to predict the outcome of any given failure and then verify it. You may also 
find during this exercise that the business predicTon (or desire) and the technical predicTons are different. This usually 
opens discussions about seVng proper expectaTons, which are necessary and important discussions to have prior to the 
producTon release. 

CONNECTIVITY

ConnecTvity issues usually involve failure tesTng, but also include connecTvity configuraTon. First, failure tesTng is an 
essenTal part of understanding RAC connecTvity. Understanding the difference between BASIC and PRECONNECT as 
well as SESSION and SELECT failovers are keys to predicTng how your applicaTon will behave when a failure occurs. 
Those configuraTons are well‐documented and relaTvely easy to test in any cluster using sqlplus or other similar tools. 

More importantly, the configuraTon of load balancing, both client and server‐side, as well as the configuraTon of 
listeners and the proper instance‐level parameters to register with the proper listeners is very important and oDen 
overlooked. There have been several arTcles wriUen on this topic in addiTon to the standard server documentaTon, 
some listed in the references of this paper. In short, both client‐side and server‐side load balancing should be configured 
and enabled. All connecTvity with the listeners should be via the VIP addresses on the cluster and the listeners should 
only be configured to listen on these VIPs. 

The other connecTvity topic that deserves menTon here is Oracle Services. Services were introduced in Oracle8i, but 
most sites didn’t know much about them or make good use of them unTl at least Oracle 10g. Oracle RAC has helped 
increase awareness of this great built‐in feature due to the integraTon between services and Oracle Clusterware. 
Services are the best way to manage workload in a cluster. Services are created with and managed by Oracle Clusterware 
to provide a way to group users or applicaTons together. Within the database, staTsTcs are tracked on a per‐service basis 
and resource management can be applied to services, providing excellent ways to measure and control groups of users 
or applicaTons that share the RAC database environment. For more informaTon about services, see the references 
secTon of this whitepaper.

ATOMIC TRANSACTIONS + CONNECTION POOLING

More than once, I've helped troubleshoot a RAC database performance issue where the applicaTon it supported ran 
beUer (i.e. faster) on a single‐instance database than it did on RAC. In a few of those cases, a similar root cause was 
idenTfied. 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The basic scenario is that the applicaTon performed several small updates, each one its own transacTon, and all of the 
updates operated on the same set (someTmes the same row) of data.  These updates were performed from a 
connecTon pool and it seemed that somewhere in the development process, a paUern emerged where only a single 
change was made each Tme the connecTon was obtained from the pool. Once the small change was made (and 
commiUed), the connecTon was returned to the pool. Since many updates happened on this same subset of data within 
a short period, there were many requests to the connecTon pool. The connecTon pools reside in the applicaTon Ter, so 
there is no direct impact on the database when the connecTon pool is overworked. 

However, in a RAC environment where the connecTon pool may have connecTons to more than one instance in the 
cluster, a potenTal problem emerged. The problem is that when a series of transacTons all deal with the same subset of 
data (especially when they're updaTng that data), it is likely that each request for a connecTon from he connecTon pool 
may obtain connecTons to different instances in the cluster. This requires RAC to send the data upon which the 
applicaTon is operaTng over the interconnect to other instances in rapid succession and essenTally “thrashes” the Cache 
Fusion mechanism in RAC. As the data is shiDed from instance to instance in order to support the requests from the 
applicaTon, waits are introduced by waiTng for CPU and/or network transfers to occur. 

While RAC was blamed iniTally, the real issue was a poor applicaTon design choice that was exacerbated by RAC. The fix 
was relaTvely easy: do less work! Once the proper code was idenTfied, it was relaTvely easy to remove the “extra” calls 
to return the connecTon to the pool and obtain a new connecTon from the pool for each of these small updates. The 
transacTon logic was also modified to reduce the number of commits that the transacTon performed as this also 
improved performance. Once the changes were made, the applicaTon was able to perform as well or beUer on RAC than 
it did on the single‐instance environment. In fact, it even performed beUer than it had before on the single‐instance 
environment, proving that RAC was really just the debugging tool in this case, not the root cause of the issue. 

The moral of the story: Plan your transacTons. What seems to have no difference or impact may later prove to be a 
serious problem when the environment changes. 

PERFORMANCE TUNING, INTERCONNECT

A common mistake for new RAC database administrators is to forget all they know about Oracle Database tuning and 
instead start looking at the most detailed seVngs in the environment before reviewing the basics. Tuning a RAC database 
is not very different from tuning a non‐RAC database. The first step (diagnosis) is the same in either case, RAC or single‐
instance and the same tools should be used (OS monitoring tools, AWR, ADDM, statspack, SQL tracing, common sense, 
et cetera). 

However, there does come a Tme when those iniTal diagnosTc findings will indicate a symptom that you can only find in 
a RAC environment. These “special” symptoms are the issues directly related to the interconnect and/or Cache Fusion in 
RAC. 

The typical wait events you may observe when the interconnect is involved in the problem are those including the words 
“global”, “GCS”, or “GES”. For example, “global cache busy” or “GCS lock open X” are two events that may occur related 
to RAC. 

In these cases, the wait events may be related to an issue with the interconnect such as a hardware issue, duplex 
negoTaTon mismatch, or misconfiguraTon. However, it is much more common that these symptoms are caused by the 
same things that cause many other wait events: applicaTon behavior or code. The scenario described earlier in the 
secTon that discuses connecTon pooling and atomic transacTons is one example where the symptom is a lot of 
interconnect traffic and waits on the global cache service (GCS) to transfer the necessary informaTon from instance to 
instance. However, the interconnect had no hardware issues, wasn't performing poorly, and showed no signs of stress 
(plenty of capacity remaining). Yet we observed that the wait events were almost enTrely related to global cache events. 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The boUom line is that you should monitor the interconnect traffic and check the interconnect network for errors. 
However, when all symptoms indicate a potenTal interconnect problem, don't automaTcally think that you should go out 
and buy addiTonal network cards or upgrade to Infiniband. SomeTmes, the issue is one that just didn't appear as an 
issue unTl RAC came along.

SEQUENCES

Sequences are oDen forgoUen since they are “small” and references to them are oDen nested deep within applicaTon 
logic. In a RAC environment, sequences can pose problems that aren't observed in non‐RAC environments. For example, 
to guarantee sequenTal numbers without gaps, some customers set NOCACHE ORDER for their sequences. With RAC 
environments, such a configuraTon provides the worst performance since each sequence request may potenTally have 
to wait on a remote instance to send the current sequence informaTon (the block from seq$) over the interconnect. 
However, this configuraTon has the highest likelihood to provide a consecuTve, no‐gap set of numbers for all processes 
in the cluster. It also is likely to cause the highest amount of waiTng. 

The recommended configuraTon for sequences in RAC is CACHE 1000 (or higher if you have very high transacTon 
rates) and NOORDER. The default CACHE 20 NOORDER is usually not sufficient for most applicaTons and performance 
will likely improve if you use larger cache amounts. The larger the cache size, the larger the potenTal for gaps and 
overlaps in the sequence numbers. All sequence numbers will be unique, but the sequence number 2503 may possibly 
be used before the sequence number 1906 if one instance performs a large amount of transacTons (using up more of its 
cache) than another instance. This may impact your applicaTon and business rules must be considered in order to ensure 
that processes don't always assume that the sequence numbers (which may be invoice numbers, for example) are 
sequenTal. 

When diagnosing issues with sequences, you are likely to observe heavy Global Enqueue Services traffic due to Global TX 
and TM enqueues, contenTon for the SQ enqueue, waits on “DFS Lock Handle”, and/or high wait Tmes for “row cache 
lock”. Besides adjusTng the CACHE value for sequences to be higher, you should also consider using 
DBMS_SHARED_POOL.KEEP to pin the sequence in the shared pool rowcache and reviewing your indexes performance 
for possible block split contenTon. 

REFERENCES

 Jeremy Schneider, “Unleashing Oracle Services: A Comprehensive Review of “Services” in Oracle Databases”, 
hUp://www.ardentperf.com/pub/services‐schneider07.pdf

 DanNorris.com blog arTcle “TNS Listener ConfiguraTon for Oracle RAC”, 
hUp://www.dannorris.com/2008/07/21/tns‐listener‐configuraTon‐for‐oracle‐rac/

 Joel Goodman, “Managing Sequences in a RAC Environment” presentaTon and webcast (8‐May‐2008), Oracle 
RAC SIG, www.oracleracsig.org

FROM THE LAWYERS   
The informaTon contained herein should be deemed reliable but not guaranteed. The authors have made every aUempt 
to provide current and accurate informaTon. If you have any comments or suggesTons, please contact the author at 
dannorris(at)dannorris.com.
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